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A Proposal For Improvements of Image Based CAPTCHA

1. Summary

CAPTCHAs are commonly used security measures omtemet that prevent automated
programs from abusing online services. They doysasking humans to perform a task
that computers cannot yet perform, such as recognghapes, deciphering distorted
characters, discerning objects or animals in imageslving puzzles. CAPTCHA stands
for Completely Automated Public Turing test to ©bmputers and Humans Apart. As
we will see, many attacks have been attemptedeakior beat CAPTCHAS with some
success. We will look at these unique, creativeeuah resourceful attempts and
subsequent countermeasures and propose a new yfstemown, building on some
recent successes.

2. Background
The idea of CAPTCHAS or reverse Turing tests, ay tre sometimes called, was first
proposed in 1996 by Moni Naor. Naor stated thattwhauld be used is “those tasks
where humans excel in performing, but machines havard-time competing with the
performance of a three year old child.” Among thtasks proposed were: Gender
recognition (we will explore this more in the prgjad), Facial Expression Understanding,
Handwriting understanding, and Filling in words (Kd996).
In 1997, shortly after Naor’'s paper was publishéahoo! was having huge problems
with spammers using bots to signing up for freeieatounts. Yahoo! went to Carnegie
Mellon and asked them for help. By 2000, the Cambftgllon team had invented the
first CAPTCHA. The CAPTCHA caught on, and now #lsover the Web. Luis von
Ahn, an assistant professor at Carnegie Mellon wae part of the original CAPTCHA
team, estimates that people fill out close to 2@0an CAPTCHAS a day. (Grossman
2008)
By 2008, most major forms of CAPTCHA had been &aowith a success rate ranging
from 30% to 60% (Prasad) (Yan and Ahmad, A Low-é&dsick on a Microsoft
CAPTCHA 2008)

CAPTCHAsfor the Common Good

In September 2008 Von Ahn and his team at Carrdgleon released their latest twist
on CAPTCHA in a paper published in the journal 8cee The goal of reCAPTCHA was
to utilize all of the time humans spend filling &WAPTCHAs and channel it for a useful
purpose.

There are many ongoing projects to digitize boble tvere published before computers
or the internet. These efforts will allow userséarch these texts online on sites like
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Google Books. Also, these efforts will preserve hurknowledge and make these books
more accessible. This is an arduous process thalives OCR (Optical Character
Recognition) software with the help of human traiters. According to the research
OCR software can fail to recognize up to 20% ofdgan some of the older more faded
texts. Humans, on the other hand can be 99% aecusatg what is called the “key and
verify” method (This involves two humans, typingttext independently and then
identify and resolve discrepancies) (Luis von Al00&).

ReCAPTCHA aims to greatly improve this process §ing these hard-to-recognize texts
as CAPTCHA images. The user is presented withrtfage to recognize along with a
control image. This two-image system is used todxaé extraneous texts that are
unreadable, even by humans. If an incorrect ang&l@ng with a correct control answer)
is given a certain amount of times for a given imagis taken out of circulation.
Accuracy of reCAPTCHA system was in the 99% ranige same as the industry
standard key and verify. This system is the mostirgetext based CAPTCHA system
since it ensures that the words it uses are inuiagtcognizable by OCR software.

As we will see below, Microsoft's ASIRRA projectsaluses CAPTCHAs for
humanitarian purposes.

Usability and Security I ssues

Anyone who has had to strain their eyes or squitrigulg to fill one of these out can tell
you: CAPTCHAS are not user friendly. In fact, seslhave shown that CAPTCHAS can
be a barrier to entry and negatively affect usgbiCAPTCHAS can be particularly
difficult for non-native speakers (Yan and Ahmadauility of CAPTCHASs 2008).
Consequently, studies show this can directly affeciversion rates. A particular study
conducted over the course of three months involfiitbhgwebsites showed that
CAPTCHA's inherent barrier to usability was respotesfor a loss of 3.2% of
conversions (in this case sign-ups). This couladrg detrimental to revenue for a firm.
(chenry 2009)

One could argue that reCAPTCHA is even less udadatause the quality of the images
is less controlled. Some of the texts just caneatead by a human.

I mage Recognition CAPTCHA

In order to tackle the inherent usability issuest tome with text based CAPTCHAS
some work has been done to investigate image réamg@APTCHAs. The first of

these was probably KittenAuth . KittenAuth requities user to select a kitten (or other
stated type of animal) from an array of thumbra#ges of assorted animals. The images
(and the challenge questions) can be customizeéxtmple to present questions and
images which would be easily answered by a fortaniget user-base. The user is
presented with a grid of 9 pictures to choose 2kitmages from. This ensures a brute
force attack (Just guessing 2 images over andayesn) has a very small success rate. In
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this case the average success rate would be T (Qithoose 2) times or 1/36 (.0277).
KittenAuth has limitations: KittenAuth, by defautinly comes with a library of 42
images. Also, by design, those images do not charge means, an attacker could write
a script to download all of the images (even iflibeary had a few thousand images),
compute a hash value for each, and mark each griea(inl) as a kitten or non-kitten.
They could then use this to easily automate dovdihmpeach image, comparing hash
values and identifying itkittenness .

In order to solve the problem of a small imagedilgrMicrosoft Research started the
ASIRRA project. According to their site htp://research.microsoft.com/en-
us/um/redmond/projects/asirya/’ASIRRA is a human interactive proof that asisers

to identify photos of cats and dogs. It's powergater three million photos from our
unique partnership with Petfinder.com”. Users avemthe ability to click a link to
adopt a pictured cat or dog at petfinder.com. ASARRay be the most promising image
recognition CAPTCHA (Human Interaction Proof as Mgoft calls it). However, it is
not without its limitations and vulnerabilities. €antly a group of researchers used
machine learning techniques to identify differeatterns in images of dogs versus cats.
This turned out to be effective 10.3% of the tirG®l{e 2008).While this is not really a
feasible technique for even advanced spammer®g gresent vulnerability.

Another interesting attempt at overcoming the lgdiimage library problem was made
by HotCAPTCHA, which used an API provided by thedfal] site
www.hotornot.conlhis used a much more subjective approach of agkmgser to pick
the three attractive (hot) people from a grid df dwad not people. The choices would be
matched with the ratings of the user-base of hatocom. Hotornot.com has since
discontinued their API. Also, as it turns out wonmating men is way more subjective
than the reverse (Go figure) (Wood and Brumbaugh2D09). More troublesome, the
implementation was flawed in that the entire aaliite APl was done client side so an
attacker could easily script against each imageetnieving the rating.

Human Readers

There are several companies that advertise CAPT&##MNg on the internet. Basically,
CAPTCHAs are sent to Human Readers who break tHeTCAIA manually. Sometimes
they are rewarded monetarily. Sometimes the revgambre creative: There have been
reports of pornography sites presenting customéhs@APTCHAs that they must break
to see the images they wish to see. Thus, the CAATI€ broken and access can be
granted to the victim site. Human readers shoutdaaonsidered a security concern for
CAPTCHAs since they are providing the expectedltestihat is, humans are confirmed
as humans. Other defenses against these attaaks sleoconsidered but will not be
discussed here.

Accessibility
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Since all CAPTCHAs rely on visual perception, tlaeg not usable by those with
impaired vision. Thus far, the only resolution éstthat keeps with the true definition of
a CAPTCHA is audio CAPTCHA. Basically, a user cai to solve a voice-recognition
CAPTCHA that presents the user with an audio dipwnbers, letters or words. So far
image recognition CAPTCHAs like KittenAuth are ramicessible to users with visual
disabilities. This could keep these CAPTCHASs froemlg used widely as many large
commercial sites insist on an acceptable levetoéssibility.

. Proposal

In order to build on current progress and remawdétditions in image recognition
CAPTCHAS we propose a system which greatly increétse image library size while
decreasing the likelihood of machine learning tgiacks. Also, we must maintain the
ease of use inherent in the ASIRRA interface. Quitdbably, it would be more difficult
to produce the kind of results that were achievetthe machine learning study if the task
was to distinguish male faces from female facethérahan cats from dogs). This is not a
proven fact but a conjecture based on the relaiiwdarities of human faces (when
compared to those of cats and dogs). Obviouslgvould need to be tested, but this
assumption is no less tested than the assumptiads by KittenAuth or ASIRRA early
on.

Searching Google Images for “women” or “men” (usihg advanced search feature to
specify “faces” as criteria) returns millions ostdts that could be made into a very
reliable library for our CAPTCHAS.
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The Google Search API provides an interface thaldcbe used to gather these images
(programmatically) for server side processing. Asnaple proof of concept, we
downloaded a windows executable that downloadsstruds of images using the Google
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Search API. The images should be logically ‘stoiedi database to keep track of quality
and use of images. The initial image load coule tallace over a few weeks or so. Then,
the library could be updated on an ongoing basis.

Possiblerisks and limitations

Integrity of theimages:

As can be seen frothe search results, the image results are not aetplreliable. That
is, some images are men, some have men and wordesoare aren’'t even human.
However, an unscientific review of about 100 imagjesws that about 80-90% are easily
recognizable as one gender or the other. This doeilahitigated by a reCAPTCHA type
system where users are presented with an additialthtard image along with the real
CAPTCHA to evaluate. Suspect images could be pteddo the user and their response
to it correlated with their responses to the ‘knayaod’ images. Consequently, these
poor images could be ranked lower and lower unéltare no longer used.

Rever se engineering of images.

Although less likely than the attack we saw agaagenAuth, since the images are
public, a dictionary attack is possible. To avos# wf hash values against the system the
images should be updated (imperceptibly) from timméme to change the hash value.

Attacks against therating system:

Malicious scripts could be written to increase itiiek of bad images, causing the system
to malfunction. This was tried unsuccessfully aganreCAPTCHA in early 2009:
http://musicmachinery.com/2009/04/27/moot-wins-time-loses/

Legality
We have not investigated the legality of using ¢hi@sages in this way.

4. Conclusion
We have now explored the many incremental improveswmade to CAPTCHAS over
time. Herein, we propose another CAPTCHA systerhlibdds upon known good
techniques used in reCAPTCHA, ASIRRA, and KittenAuur system attempts to
solve the problems of usability experienced in teaged CAPTCHAS, especially
reCAPTCHA. We attempt to reduce exposure to madei@aeing attacks that we say
against ASIRRA. We do this by keeping our choicissally similar. We greatly increase
image library size by tapping into Google’s vabtdirry of images.
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